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Nuriel Moghavem, DRC Chair 
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January Meeting Recap
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January Meeting Topics

• Key HPD Data Elements
• Member Eligibility & Provider Files
• Medical Claims & Encounters, Pharmacy Claims
• Resources: APCD-CDL, HPD Data Submission Guide & Reporting 

Manual
• Data Access and Release Regulations
• Confidential and Non-Confidential Data Sets
• Data Access Methods
• HPD Data Uses
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January Meeting Follow-Up Items
• Share CalHHS Data Deidentification Guidelines, HPD Reporting Manual, HPD Data 

Submission Guide, and APCD-CDL to members;

• Provide an update on NIH requirements for data sharing being supported by the HPD;

• Further detail on the definition of researcher; 

• Future topic for committee discussion: Collection and quality of race, ethnicity, gender 
identity, and social determinants data (September 2023)

• Future topic for committee discussion: Discussion on EFI, financial transparency, and the 
legal and antitrust implications (March 2023)

• Future topic for committee discussion: Definition of sensitive conditions and framework 
HPD can follow. ( March 2023)
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Program Updates
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The HPD Data Release Committee’s 
Role

State 
HPD Legislation

HCAI
HPD Data Release 
Regulations

HCAI 
HPD Data Release
Criteria, Policies, & 
Procedures

DRC Provides 
Input

Requests for 
Non-Public 
HPD Data

DRC Makes 
Recommendations 

on Requests

The Data Release Committee’s Criteria, Policies, & 
Procedures may inform and be informed by HCAI’s 
development of regulations.
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HPD System Security
All HCAI information systems and infrastructure have both technological and administrative 
security controls in place and are required to follow state and federal rules, including the 
National Institute of Standards and Technology cybersecurity framework and the Federal 
Information Processing Standards. HCAI also conforms with requirements for the Health 
Information Technology for Economic and Clinical Health (HITECH) Act, and FedRAMP 
certification.

HCAI has both a designated Chief Information Security and Chief Data Privacy Officer that 
oversees its operations.
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HITRUST FedRAMP Backup and 
Recovery

Server-Side 
Encryption

Data Encrypted At 
Rest and Transit

Least Privileged 
Role-Based Access

Multi-Factor 
Authentication

Audit Logging and 
Monitoring13



Anticipated DRC Topics for 2023 

Overview of 
HPD Program 

and DRC 
Role

Dec 2022

Jan 2023
Continue 

Overview of 
HPD Program
Data Access 
& Release 

Regulations

Treatment of 
Sensitive 
HPD Data

Data Privacy 
&  Security

March 2023

May 2023
Roles: 

Advisory 
Committee, 
DRC, Non-

HCAI 
Reviewers, 
the public

Application 
Review 
Process
Data Use 

Agreements
June 2023

Sept 2023
Data Quality & 
Completeness
Approach to 

Linkages

Application 
Review 
Process 

Simulation
Nov 2023

Q1 2024
Goal: 

Conduct 
Initial 

Reviews
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